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Click here for OSAC’s best-practice guide on traveling with your mobile device overseas.

https://www.osac.gov/Pages/DocumentGenerator.aspx?generateDocument=true&documentLocation=Content%20Attachments/ContentReports/17989/Traveling%20with%20Mobile%20Devices;%20Trends%20and%20Best%20Practices.pdf
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Click here for the Mcafee report on the global cost of cybercrime.

http://www.mcafee.com/us/resources/reports/rp-economic-impact-cybercrime2.pdf
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Click here for the Anti-Phishing Working Group's map of high risk locations for mobile malware.

http://docs.apwg.org/reports/mobile/APWG_Mobile_Report_v1.9.pdf
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Click here for step-by-step guides on remote wipe functions for Android and Apple devices.

https://support.google.com/a/answer/173390?hl=en
https://support.apple.com/kb/PH2701?locale=en_US
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Click here for OSAC's report on the Darkhotel campaign.
 

https://www.osac.gov/Pages/ContentReportDetails.aspx?cid=16840
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Click here for in-depth coverage on exploitation of the BeNews and Flashlight apps. Additionally, click here for Trend Micro’s
12 Most Abused App Permissions.

http://blog.trendmicro.com/trendlabs-security-intelligence/fake-news-app-in-hacking-team-dump-designed-to-bypass-google-play/
http://www.wired.com/2014/10/iphone-apps/
http://about-threats.trendmicro.com/us/library/image-gallery/12-most-abused-android-app-permissions
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This is a U.S. Government inter-agency website managed by the Bureau of Diplomatic Security, U.S.
Department of State.

Please note that all  OSAC products are for internal U.S. private sector purposes only. Publishing or
otherwise distributing OSAC-derived information in a manner inconsistent with this policy may result in the

discontinuation of OSAC support.

The Overseas Security Advisory Council (OSAC) provides links to non-government websites as a public
service only. The U.S. government, including OSAC, neither endorses nor guarantees in any way the

external organizations, services, advice, or products included in these website links. For more information,
please read our full disclaimer.
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